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(NOW FOR THE LEGAL STUFF DISCLAIMER) All Rights Reserved.
This guide may not be reproduced or transmitted in any form
without the written permission of the author. Every effort
has been made to make this guide as complete and accurate
as possible. Although the author has prepared this guide
with the greatest of care, and have made every effort to
ensure the accuracy, we assume no responsibility or
liability for errors, inaccuracies or omissions. Before
you begin, check with the appropriate authorities to insure
compliance with all laws and regulations.

Every effort has been made to make this report as complete
and accurate as possible. However, there may be mistakes
in typography or content. Also, this report contains
information on cyber crime and fraud only up to the
publishing date. Therefore, this report should be used as
a guide - not as the ultimate source of Internet crime
information.

The purpose of this report is to educate. The author does
not warrant that the information contained in this report
is fully complete and shall not be responsible for any
errorsor omissions. The author shall have neither liability
nor responsibility to any person or entity with respect to
any loss or damage caused or alleged to be caused directly
or

indirectly by this report, nor do we make any claims or
promises of your ability to fully protect vyourself from
every crime comitted by fraud -- no one can. But, there are
a few things you can do to protect your information.



Waring #1. Gift Card Scams

While it is very popular to purchase, spend, and give others gift cards, the FBI would
like to warn consumers of the potential for fraud. The online presence of the Secondary
Gift Card Market has grown significantly in recent years. The Secondary Gift Card
Market provides a venue for consumers to resell unwanted gift cards. However, criminal
activity has been identified through sites facilitating such exchanges.

There are both online and in-store venues for reselling gift cards. Kiosks and pawn
shops are an option for consumers who prefer to handle a transactionin person.
Secondary Gift Card Market websites exist to exclusively buy and sell gift cards.

Some of the various types of gift card scams reported to the IC3 are as follows:

*Victim sells a gift card on an auction site, receives payment for the sale, and sends the
PIN associated with the gift card to the buyer, who disputes the charge after using the
gift card.

*Victim purchases anitem on an auction site and is advised by the seller to purchase
gift cards to pay for the transaction. After purchasing thousands of dollars in gift cards,
the victim finds out the auction transaction is a scam.

*A Secondary Gift Card Market site agrees to pay a victim for a discounted merchant
gift card. The victim sends the code on the gift card, and the payment for the transaction
was reversed. Thus, the buyer uses the gift card code to purchase an item and stops
payment to the seller.

Consumers should beware of social media postings that appear to offer vouchers or gift
cards, especially sites offering deals too good to be true, such as a free $500 gift card.
Some fraudulent offers may pose as Holiday promotions or contests. The fraudulent
postings often look as if a friend shared the link. Oftentimes, these scams lead to online
surveys designed to steal personal information. Never provide your personal information
to an unknown party or untrustworthy website.

Tips to Prevent Gift Card Fraud:

Consumers can take several steps to protect themselves when buying and selling gift
cards in the Secondary Gift Card Market, as listed below:



*Check Secondary Gift Card Market website reviews and only buy from or sell to
reputable dealers.

*Check the gift card balance before and after purchasing the card to verify the correct
balance on the card.

*The re-seller of a gift card is responsible for ensuring the correct balance is on the gift
card, not the merchant whose name is on the gift card.

*When selling a gift card through an online marketplace, do not provide the buyer with
the carda€™s PIN until the transaction is complete. Online purchases can be made
using the PIN without having the physical card.

*When purchasing gift cards online, be leery of auction sites selling gift cards at a
discount or in bulk.

*When purchasing gift cards in a store, examine the protective scratch-off area on the
back of the card for any evidence of tampering.

Warning #2. Hacktivists Threaten to Target Law Enforcement Personnel and
Public Officials

Quick Summary:

Law enforcement personnel and public officials may be at an increased risk of cyber
attacks. These attacks can be precipitated by someone scanning networks or opening
infected emails containing malicious attachments or links. Hacking collectives are
effective at leveraging open source, publicly available information identifying officers,
their employers, and their families. With this in mind, officers and public officials should
be aware of their online presence and exposure. For example, posting images wearing
uniforms displaying name tags or listing their police department on social media sites
can increase an officer's risk of being targeted or attacked.

Many legitimate online posts are linked directly to personal social media accounts. Law



enforcement personnel and public officials need to maintain an enhanced awareness of
the content they post and how it may reflect on themselves, their family, their employer
or how it could be used against them in court or during online attacks.

Threat

The act of compiling and posting anindividual's personal information without permission
is known as doxing. The personal information gathered from social media and other
Web sites could include home addresses, phone numbers, email addresses, passwords
and any other information used to target an individual during a cyber attack. The
information is then posted on information sharing Web sites with details suggesting why
the individual should be targeted.

Recent activity suggests family members of law enforcement personnel and public
officials are also at risk for cyber attacks and doxing activity. Targeted information may
include personally identifiable information and public information and pictures from
social media Web sites.

Another dangerous attack often used by criminals is known as &€ceswatting.a€+ This
involves calling law enforcement authorities to report a hostage situation or other critical
incident at the victim's residence, when there is no emergency situation.

Defense

Defending Against Hacktivism:

While eliminating your exposure in the current digital age is nearly impossible, law
enforcement and public officials can take steps to minimize their risk in the event they
are targeted.

*Turn on all privacy settings on social media sites and refrain from posting pictures
showing your affiliation to law enforcement.



*Be aware of your security settings on your home computers and wireless networks.

*Limit your personal postings on media sites and carefully consider comments.

*Restrict your driver license and vehicle registration information with the D epartment of
Motor Vehicles.

*Request real estate and personal property records be restricted from online searches
with your specific county.

*Routinely update hardware and software applications, including antivirus.

*Pay close attention to all work and personal emails, especially those containing
attachments or links to other Web sites. These suspicious or phishing emails may
contain infected attachments or links.

*Routinely conduct online searches of your name to identify what public information is
already available.

*Enable additional email security measures to include two factor authentication on your
personal email accounts. This is a security feature offered by many email providers. The
feature will cause a text message to be sent to your mobile device prior to accessing
your email account.

*Closely monitor your credit and banking activity for fraudulent activity.

*Passwords should be changed regularly. It is recommended to use a password phrase
of 15 characters or more. Example of a password phrase: This is the month of
september,2014.

*Be aware of pretext or suspicious phone calls or emails from people phishing for
information or pretending to know you. Social engineering is a skill often used to trick



you into divulging confidential information and continues to be an extremely effective
method for criminals.

*Advise family members to turn on security settings on ALL social media accounts.
Family member associations are public information and family members can become
online targets of opportunity.

Warning #3. ISIL Defacements Exploiting Wordpress Vulnerabillties

Summary:

Continuous Web site defacements are being perpetrated by individuals sympathetic to
the Islamic State in the Levant (ISIL) a.k.a. Islamic State of Iraq and al-Shams (ISIS).
The defacements have affected Web site operations and the communication platforms
of news organizations, commercial entities, religious institutions, federal/state/local
governments, foreign governments, and a variety of other domestic and international
Web sites. Although the deface ments demonstrate low-level hacking sophistication,
they are disruptive and often costly in terms of lost business revenue and expenditures
on technical services to repair infected computer systems.

Technical Details

Researchers continue to identify WordPress Content Management System (CMS)
plug-in vulnerabilities, which could allow malicious actors to take control of an affected
system. Some of these vulnerabilities were exploited in the recent Web site defacements
noted above. Software patches are available for identified vulnerabilities.

Successful exploitation of the vulnerabilities could result in an attacker gaining
unauthorized access, bypassing security restrictions, injecting scripts, and stealing
cookies from computer systems or network servers. An attacker could install malicious
software; manipulate data; or create new accounts with full user privileges for future



Web site exploitation.

Threat

The FBIlassesses that the perpetrators are not Members of the ISIL terrorist
organization. These individuals are hackers using relatively unsophisticated methods to
exploit technical vulnerabilities and are utilizing the ISIL name to gain more notoriety
than the underlying attack would have otherwise garnered. Methods being utilized by
hackers for the defacements indicate that individual Web sites are not being directly
targeted by name or business type. All victims of the defacements share common
WordPress plug-in vulnerabilities easily exploited by commonly available hacking tools.

Defence

The FBIl recommends the following actions be taken:

*Review and follow WordPress guidelines

*ldentify WordPress vulnerabilities using free available tools such as

securityfocus[dotcom]/bid

*Update WordPress by patching vulnerable plugins

(Use the search engine and type in the words "Wordpress Plugin Patch).

*Run all software as a non-privileged user, without administrative privileges, to diminish
the effects of a successful attack.

*Confirm that the operating system and all applications are running the most updated
versions.



Warning #4. Criminals Host Fake Government Services Websites to Acquire
Personally Identifiable Information and to Collect Fraudulent Fees

From May 2012 to March 2015, the FBI Internet Crime Complaint Center (IC3) has
received complaints regarding criminals hosting fraudulent government services
websites in order to acquire Personally Identifiable Information (P1l) and to collect
fraudulent fees from consumers.

Although the volume and loss amounts associated with these websites are minimal to
date, the victims are having their Pll data compromised which may be used by criminals
for any number of other illicit activities, ranging from the creation of fraudulent IDs and
passports to fraudulent loans and tax refunds. The PIll can include the victima€™s
name, address, phone number, e-mail address, social security number, date of birth,
and mothera€™s maiden name.

This is how the scheme usually happens: victims use a search engine to search for
government services such as obtaining an Employer Identification Number (EIN) or
replacement social security card. The fraudulent criminal websites are the first to appear
in search results, prompting the victims to click on the fraudulent government services
website. The victim completes the required fraudulently posted forms for the government
service they need. The victim submits the form online, believing they are providing their
Pll to government agencies such as the Internal Revenue Service, Social Security
Administration, or similar agency based on the service they need. Once the forms are
completed and submitted, the fraudulent website usually requires a fee to complete the
service requested. The fees typically range from $29 to $199 based on the government
service requested. Once the fees are paid the victim is notified they need to send their
birth certificate, drivera€™s license, employee badge, or other personal items to a
specified address. The victim is then told to wait a few days to several weeks for
processing. By the time the victim realizes it is a scam, they may have had extra charges
billed to their credit/debit card, had a third-party designee added to their EIN card, and
never received the service(s) or documents requested. Additionally, all of their PIl data
has been compromised by the criminals running the websites and can be used for any
number of illicit purposes. The potential harm gets worse for those who send their birth
certificate or other government-issued identification to the perpetrator.



Follow-up calls or e-mails to the perpetrator(s) are normally ignored and many victims
report the customer service telephone numbers provided are out of service. The FBI
recommends that consumers ensure they are communicating or requesting
services/merchandise from a legitimate source by verifying the entity. When dealing
with government websites, look for the .gov domain instead of a .com domain (
ssa[dotgov] and not ssa[dotcom] ).

Below are some consumer tips when using government services or contacting agencies
online:

*Use search engines or other websites to research the advertised services or
person/company you plan to deal with.

*Search the Internet for any negative feedback or reviews on the government services
company, their Web site, their e-mail addresses, telephone numbers, or other
searchable identifiers.

*Research the company policies before completing a transaction.

*Be cautious when surfing the Internet or responding to advertisements and special
offers.

*Be cautious when dealing with persons/companies from outside the country.

*Maintain records for all online transactions.

Warning #5. Tax Return Fraud

Criminals are proficient in stealing the personally identifiable information (PIl) of
individuals to facilitate various fraud activities, including using stolen identity information



to file fraudulent tax returns. Once the fraudsters obtain victim PII, they electronically file
tax returns and set up pre-paid debit cards or bank accounts to route fraudulent returns.
The balances on the pre-paid cards and bank accounts are depleted shortly after the
tax refund is issued.

The fraudsters utilize multiple methods to obtain the information needed to file a tax
return. The most popular methods include: computer intrusion, the online purchase of
stolen PII, the recruitment of insiders who have legitimate access to sensitive
information, the physical theft of computers that contain PII, the impersonation of
Internal Revenue Service personnel, and the aggregation of information that is obtained
through multiple publicly available Web sites.

Recent open source reporting indicates that cyber criminals also target and compromise
legitimate online tax software accounts of individuals. Cyber criminals conducting this
scheme modify victims&€™ bank accounts to divert transfers to bank accounts or
pre-paid cards under their control.

Victims who filed complaints with the Internet Crime Complaint Center (IC3) reported
they discovered they were victims of tax refund fraud when they tried to file a return and
were notified by the Internal Revenue Service that their Social Security Numbers had
already been used to file a tax return. One individual reported that due to an error in
direct deposit account information submitted on his return, he was issued a check.
However, the victim had not yet filed a return. Others reported before they filed their
return, they received notification that their returns were being audited or were under
review.

A recent investigation identified a tax refund fraud ring responsible for filing
approximately 644 fraudulent tax returns totaling over $1.9 million in attempted fraud.
Using fraudulently obtained PII, the fraudsters submitted tax returns and requested the
funds be deposited into bank accounts under their control. The group recruited college
students to open accounts to collect the tax refund monies. The students withdrew
funds via ATMs and counter withdrawals. The students then passed the majority of the
funds to another group member and kept a portion of the refund as payment for the use
of their bank accounts to conduct the scheme.

This type of fraud is a growing concern as the number of complaints filed with the IC3
has doubled from 2013 to 2015.



Tips to protect yourself:

*Monitor your credit statements for any fraudulent activity.

*Report unauthorized transactions to your bank or credit card company as soon as
possible.

*Review a copy of your credit report at least once a year.

*Be cautious of scams requiring you to provide your personal information.

*Do not open email or attachments from unknown individuals.

*Never provide credentials of any sort via email. This includes clicking on links sent via
email. Always go to an official website.

*If you use online tax services, double check to ensure your bank account is accurately
listed before and after you file your tax return.

*Ensure accounts that are no longer being utilized are properly deleted or scrubbed of
sensitive information. Allowing online accounts to become dormant can be risky and
make you more susceptible to tax fraud schemes.

Warning #6. Scammers May Use Paris Terrorist Attack to Solicit Fraudulent
Donations

In the wake of the terrorist attack against Charlie Hebdo in Paris last month, the FBI
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