
 

  

The Second Internet 
Reinventing Computer Networking with IPv6 
 
 
 
Lawrence E. Hughes 
7/1/2010 
 



2 

 

Copyright & License 

 
Publisher: InfoWeapons (www.infoweapons.com) 
Unit 801, Skyrise Bldg #3, AsiaTown IT Park, Lahug, Cebu City, Cebu 6000 PHILIPPINES 
 
Copyright © 2010, Lawrence E. Hughes. All Rights Reserved Worldwide. 
 
This book is published under a Creative Commons License, which can be referenced at 
http://creativecommons.org/licenses/by-nd/3.0/us/.  
 
In short, the terms of this license are as follows: 
 
You can share (copy, distribute and/or transmit) machine readable copies of this work. At most there 
should be minimal copying costs associated with any such sharing. We will be providing it for download 
at no cost from our website. Commercial use, including in training for profit is allowed. We will be 
creating training material for profit based on the book, which will be available under license. If you have 
questions about possible usage of this work, contact the author. 
 
You must attribute this work as specified in the Create Commons “Attribution” license, to the author. 
 
You may not create derivative works from this work. This includes alteration, transformation, or building 
a new work upon this. This also includes translation into other languages. Any corrections or 
clarifications of the content should be submitted to the primary author, and these will be included at the 
sole discretion of the original author, and if approved, included in future versions of the work under the 
same license. 
 
Under the right circumstances, and with written permission, I will consider adding additional relevant 
content. Such additional content will be covered by the same license, and considered to be part of the 
work, with all rights to the new content assigned to the primary author. Attribution for authorship of the 
new content will be included, along with contact information.  
 
Any translations will be subject to the same license, and all rights to the translated work will be assigned 
to the original author. Full credit will be given to the translators. The primary author assumes no 
responsibilities for correctness of any such translations, but we will distribute translations on the work’s 
website on the same terms as the original work. No charge will be made for such translated versions. 
 
Anyone wishing to publish printed copies of this work for sale should contact the primary author for 
details.  
 
The author can be contacted at: lhughes@infoweapons.com or lhughes@hughesnet.org.  
The primary website for this work is www.secondinternet.org. 
 
ISBN-10: 098-284-630-4 
ISBN-13: 978-0-9828463-0-8 
  



3 

 

Table of Contents 
 

TABLE OF CONTENTS ......................................................................................................................................... 3 

FOREWORD ......................................................................................................................................................... 8 

CHAPTER 1 – INTRODUCTION ......................................................................................................................... 10 

1.1 – WHY IPV6 IS IMPORTANT ..................................................................................................................................... 10 

1.1.1 – But Wait, There’s More…. ...................................................................................................................... 10 

1.1.2 – Flash! The First Internet is Broken! ........................................................................................................ 10 

1.1.3 – Wait, How Can the Internet Grow by 100 Fold? .................................................................................... 11 

1.1.4 – Why is 2011 a Significant Year for the Second Internet? ...................................................................... 11 

1.2 – AN ANALOGY:  THE AMAZING GROWING TELEPHONE NUMBER .................................................................................. 12 

1.3 – SO JUST WHAT IS IT THAT WE ARE RUNNING OUT OF? ............................................................................................ 12 

1.4 – BUT YOU SAID THERE WERE 4.3 BILLION IPV4 ADDRESSES? ...................................................................................... 13 

1.5 – IS IPV6 JUST AN ASIAN THING? ............................................................................................................................. 14 

1.6 – SO WHAT IS THIS “SECOND INTERNET”? ................................................................................................................. 14 

1.6.1 – Is the Next Generation Network (NGN) that Telcos Talk About, the Second Internet? ....................... 15 

1.6.2 – Is Internet2 the Second Internet?........................................................................................................... 17 

1.6.3 – Is Web 2.0 the Second Internet? ............................................................................................................ 18 

1.7 – WHATEVER HAPPENED TO IPV5? .......................................................................................................................... 20 

1.8 – LET’S ELIMINATE THE MIDDLE MAN ....................................................................................................................... 21 

1.9 – WHY AM I THE ONE WRITING THIS BOOK? JUST WHO DO I THINK I AM, ANYWAY? ..................................................... 22 

CHAPTER 2 – HISTORY OF COMPUTER NETWORKS UP TO TCP/IPV4 ........................................................ 23 

2.1 – REAL COMPUTER NETWORKING ............................................................................................................................. 23 

2.1.1 – Ethernet and Token Ring ........................................................................................................................ 23 

2.1.2 – Network Software .................................................................................................................................. 24 

2.2 – THE BEGINNINGS OF THE INTERNET (ARPANET)...................................................................................................... 24 

2.2.1 – UNIX ........................................................................................................................................................ 25 

2.2.2 – Open System Interconnect (OSI) ............................................................................................................ 25 

2.2.3 – E-Mail Standardization .......................................................................................................................... 26 

2.2.4 – Evolution of the World Wide Web ......................................................................................................... 26 

2.3 – AND THAT BRINGS US UP TO TODAY ...................................................................................................................... 26 

CHAPTER 3 – REVIEW OF TCP/IPV4 ............................................................................................................... 28 

3.1 – NETWORK HARDWARE ......................................................................................................................................... 28 

3.2 – RFCS: THE INTERNET STANDARDS PROCESS ............................................................................................................. 30 

3.3 – TCP/IPV4 ......................................................................................................................................................... 31 

3.3.1 – Four Layer TCP/IPv4 Architectural Model ............................................................................................. 31 

3.3.2 – IPv4: The Internet Protocol, Version 4 ................................................................................................... 33 

3.3.3 – Types of IPv4 Packet Transmissions ....................................................................................................... 41 

3.3.4 – ICMPv4: Internet Control Message Protocol for IPv4 ............................................................................ 46 

3.3.5 – IPv4 Routing ........................................................................................................................................... 49 

3.4 – TCP: THE TRANSMISSION CONTROL PROTOCOL ....................................................................................................... 59 



4 

 

3.4.1 – TCP Packet Header ................................................................................................................................. 61 

3.5 – UDP: THE USER DATAGRAM PROTOCOL ................................................................................................................. 64 

3.6 – DHCPV4: DYNAMIC HOST CONFIGURATION PROTOCOL FOR TCP/IPV4 ...................................................................... 65 

3.6.1 – The DHCPv4 Protocol .............................................................................................................................. 67 

3.6.2 – Useful Commands Related to DHCPv4 ................................................................................................... 68 

3.7 – TCP/IPV4 NETWORK CONFIGURATION .................................................................................................................. 69 

3.7.1 – Manual Network Configuration ............................................................................................................. 69 

3.7.2 – Auto Network Configuration Using DHCPv4 ......................................................................................... 70 

CHAPTER 4 – THE DEPLETION OF THE IPV4 ADDRESS SPACE .................................................................... 72 

4.1 – OECD IPV6 REPORT, MARCH 2008 ...................................................................................................................... 72 

4.2 – OECD FOLLOW-UP REPORT, APRIL 2010 ............................................................................................................... 74 

4.3 – HOW IPV4 ADDRESSES WERE ALLOCATED IN THE EARLY DAYS ................................................................................... 77 

4.3.1 – Original “Classful” Allocation Blocks ..................................................................................................... 77 

4.3.2 – Classless Inter-Domain Routing (CIDR) .................................................................................................. 79 

4.4 – PROBLEMS INTRODUCED BY CUSTOMER PREMISE EQUIPMENT NAT (CPE NAT) ........................................................... 80 

CHAPTER 5 – TCP/IPV6 CORE PROTOCOLS ................................................................................................... 85 

5.1 – NETWORK HARDWARE ......................................................................................................................................... 85 

5.2 – RFCS: A WHOLE RAFT OF NEW STANDARDS FOR TCP/IPV6 ...................................................................................... 88 

5.3 – TCP/IPV6 ......................................................................................................................................................... 89 

5.3.1 – Four Layer TCP/IPv6 Architectural Model ............................................................................................. 93 

5.3.2 – IPv6: The Internet Protocol, Version 6 ................................................................................................... 95 

5.3.3 – Types of IPv6 Packet Transmission ...................................................................................................... 121 

5.3.4 – ICMPv6: Internet Control Message Protocol for IPv6 .......................................................................... 126 

5.3.5 – IPv6 Routing ......................................................................................................................................... 132 

5.4 – TCP: THE TRANSMISSION CONTROL PROTOCOL ..................................................................................................... 136 

5.4.1 – TCP Packet Header ............................................................................................................................... 136 

5.5 – UDP: THE USER DATAGRAM PROTOCOL ............................................................................................................... 136 

5.6 – DHCPV6 – DYNAMIC HOST CONFIGURATION PROTOCOL FOR TCP/IPV6 .................................................................. 136 

5.6.1 – The DHCPv6 Protocol ............................................................................................................................ 143 

5.6.2 – Useful Commands Related to DHCPv6 ................................................................................................. 145 

5.7 – TCP/IPV6 NETWORK CONFIGURATION ................................................................................................................ 146 

5.7.1 – Manual Network Configuration for IPv6-Only .................................................................................... 147 

CHAPTER 6 – IPSEC AND MOBILE IP ............................................................................................................. 150 

6.1 – INTERNET PROTOCOL LAYER SECURITY (IPSEC) ....................................................................................................... 150 

6.1.1 – Relevant Standards for IPsec ............................................................................................................... 151 

6.1.2 – Security Association, Security Association Database and Security Parameter Index ........................ 153 

6.1.3 – IPsec Transport Mode and IPsec Tunnel Mode .................................................................................... 154 

6.1.4 – IPsec over IPv6 ...................................................................................................................................... 158 

6.1.5 – IPsec in Multicast Networks ................................................................................................................. 158 

6.1.6 – Using IPsec to secure L2TP Connections .............................................................................................. 158 

6.2 – INTERNET KEY EXCHANGE (IKE) ........................................................................................................................... 159 

6.2.1 – Internet Key Exchange version 2 (IKEv2) ............................................................................................. 161 



5 

 

6.2.3 – Kerberized Internet Negotiation of Keys - KINK .................................................................................. 162 

6.3 – MOBILE IP ....................................................................................................................................................... 163 

6.3.1 – Mobile IPv4 ........................................................................................................................................... 164 

6.3.2 – Mobile IPv6 ........................................................................................................................................... 164 

6.3.3 – The Building Blocks of Mobile IP .......................................................................................................... 166 

6.3.4 – Implementations .................................................................................................................................. 167 

6.3.4 – Conclusions on Mobile IP ..................................................................................................................... 168 

CHAPTER 7 – TRANSITION MECHANISMS .................................................................................................... 169 

7.1 – RELEVANT STANDARDS....................................................................................................................................... 169 

7.2 – TRANSITION MECHANISMS ................................................................................................................................. 170 

7.2.1 – Co-existence .......................................................................................................................................... 170 

7.2.2 – Tunneling .............................................................................................................................................. 171 

7.2.3 – Translation ............................................................................................................................................ 171 

7.2.4 – Proxies (Application Layer Gateways) ................................................................................................. 172 

7.3 – DUAL STACK ..................................................................................................................................................... 173 

7.3.1 – Dual-Stack Lite ...................................................................................................................................... 176 

7.4 – TUNNELING ...................................................................................................................................................... 177 

7.4.1 – 6in4 Tunneling ...................................................................................................................................... 178 

7.4.2 – 6over4 Tunneling .................................................................................................................................. 181 

7.4.3 – 6to4 Tunneling ...................................................................................................................................... 181 

7.4.4 – Teredo ................................................................................................................................................... 182 

7.4.5 – 6rd – IPv6 Rapid Deployment ............................................................................................................... 183 

7.4.6 – Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) ................................................................ 184 

7.4.7 – Tunnel Setup Protocol (TSP) ................................................................................................................. 185 

7.4.8 – Softwires ............................................................................................................................................... 188 

7.5 – TRANSLATION ................................................................................................................................................... 191 

7.5.1 – NAT64 / DNS64 ..................................................................................................................................... 193 

7.5.2 – IVI .......................................................................................................................................................... 194 

7.6 – RECOMMENDATIONS ON TRANSITION MECHANISMS ............................................................................................... 194 

CHAPTER 8 – DNS ............................................................................................................................................ 196 

8.1 – HOW DNS EVOLVED ......................................................................................................................................... 196 

8.1.1 – Host files ............................................................................................................................................... 196 

8.1.2 – Network Information Service (NIS) ...................................................................................................... 196 

8.1.3 – DNS is invented ..................................................................................................................................... 196 

8.2 – DOMAIN NAMES ............................................................................................................................................... 197 

8.2.1 – Top Level Domain Names ..................................................................................................................... 197 

8.2.2 – Internationalized Domain Names ........................................................................................................ 198 

8.3 – DNS RESOLVER ................................................................................................................................................ 198 

8.4 – DNS SERVER CONFIGURATION ............................................................................................................................ 198 

8.5 – DNS PROTOCOL ............................................................................................................................................... 199 

8.6 – DNS RESOURCE RECORDS .................................................................................................................................. 199 

8.7 – DNS SERVERS AND ZONES .................................................................................................................................. 200 

8.8 – DIFFERENT TYPES OF DNS SERVERS ..................................................................................................................... 201 



6 

 

8.8.1 – Authoritative DNS Servers.................................................................................................................... 201 

8.8.2 – Caching-Only Servers ............................................................................................................................ 202 

8.9 – CLIENT ACCESS TO DNS ..................................................................................................................................... 202 

8.9 1 – Recursive DNS Queries ......................................................................................................................... 202 

8.10 – THE ROOT DNS SERVERS ................................................................................................................................. 203 

8.11 – MX AND SRV RECORDS ................................................................................................................................... 204 

8.12 – ENUM ......................................................................................................................................................... 205 

8.12 – DNSSEC (SECURE DNS) .................................................................................................................................. 206 

CHAPTER 9 – IPV6 RELATED ORGANIZATIONS ........................................................................................... 208 

9.1 – INTERNET GOVERNANCE BODIES .......................................................................................................................... 208 

9.1.1 – Internet Corporation for Assigned Names and Numbers (ICANN) ...................................................... 208 

9.1.2 – Internet Assigned Numbers Authorities (IANA) ................................................................................... 209 

9.1.3 – Regional Internet Registries (RIRs) ...................................................................................................... 210 

9.1.4 – The Number Resources Organization (NRO) – www.nro.net .............................................................. 214 

9.1.5 – Internet Architecture Board (IAB) – www.iab.org .............................................................................. 215 

9.1.6 –Internet Engineering Task Force (IETF) – www.ietf.org ....................................................................... 215 

9.1.7 – Internet Research Task Force (IRTF) – www.irtf.org ........................................................................... 215 

9.1.8 – Internet Society (ISOC) – www.isoc.org ............................................................................................... 216 

9.2 – IPV6 FORUM GROUPS ....................................................................................................................................... 216 

9.2.1 – Local IPv6 Forum Chapters ................................................................................................................... 216 

9.2.2 – IPv6 Ready Logo Program .................................................................................................................... 217 

9.3 – INFORMAL IPV6 NETWORK ADMINISTRATION CERTIFICATION .................................................................................. 218 

9.4 – WIDE PROJECT, JAPAN ...................................................................................................................................... 219 

9.5 – IPV6.ORG ........................................................................................................................................................ 219 

CHAPTER 10 – IPV6 PROJECTS ...................................................................................................................... 220 

10.1 – PROJECT 1: A STANDALONE DUAL STACK NODE IN AN IPV4 NETWORK, USING TUNNELED SERVICE .............................. 221 

10.1.1 – Standalone Node Lab 1: Freenet6 on Windows ................................................................................ 222 

10.1.2 – Standalone Node Lab 2: Freenet6 Using BSD or Linux ...................................................................... 222 

10.1.3 – Standalone Node Lab 3: Hurricane Electric on Windows .................................................................. 222 

10.1.4 – Standalone Node Lab 4: Hurricane Electric Using FreeBSD (since v4.4) ........................................... 223 

10.1.5 – Standalone Node Lab 5: Hurricane Electric on OpenBSD .................................................................. 223 

10.1.6 – Standalone Node Lab 6: Hurricane Electric on NetBSD / MacOS ...................................................... 223 

10.1.7 – Standalone Node Lab 7: Hurricane Electric Using Linux net-tools .................................................... 223 

10.2 – PROJECT 2: DUAL STACK ROUTER WITH ROUTER ADVERTISEMENT DAEMON ............................................................. 224 

10.2.1 – Router Lab 1: IPv4-only m0n0wall Installation and Configuration ................................................... 225 

10.2.2 – Router Lab 2: Adding IPv6 service using 6in4 Tunneling from Hurricane Electric ............................ 230 

10.3 – PROJECT 3: INTERNAL DUAL-STACK FREEBSD SERVER .......................................................................................... 233 

10.3.1 – FreeBSD Server Lab 1: IPv4-Only ........................................................................................................ 233 

10.3.2 – FreeBSD Server Lab 2: Add Support for IPv6 ...................................................................................... 242 

10.3.3 – FreeBSD Server Lab 3: Install Gnome GUI for FreeBSD (optional) .................................................... 245 

10.4 – PROJECT 4: DUAL STACK DNS SERVER ............................................................................................................... 247 

10.4.1 – DNS Lab 1: Install, Configure for IPv4 Resource Records & Test ....................................................... 247 

10.4.2 – DNS Lab 2: Migrate BIND to Dual Stack (add support for IPv6)........................................................ 251 



7 

 

10.4.3 – DNS Lab 3: Publish Public IP Addresses on a Dual Stack DNS Service ............................................... 254 

10.5 – PROJECT 5: DUAL STACK WEB SERVER ............................................................................................................... 258 

10.5.1 – Web Server Lab 1: Basic Dual Stack Web Server – Apache on FreeBSD ........................................... 258 

10.5.2 – Web Server Lab 2: Migrate Apache to Dual Stack............................................................................. 261 

10.5.3 – Web Server Lab 3: Install PHP, Install PHP test script and run it ...................................................... 262 

10.6 – PROJECT 6: DUAL STACK E-MAIL SERVER ............................................................................................................ 264 

10.6.1 – Mail Server Lab 1: Deploy Postfix MTA for IPv4 Operation .............................................................. 264 

10.6.2 – Mail Server Lab 2: Deploy Dovecot POP3/IMAP Mail Retrieval Server ............................................ 267 

10.6.3 – Mail Server Lab 3: Migrate Postfix and Dovecot to Dual Stack ........................................................ 270 

10.6.4 – Mail Server Lab 4: Deploy Squirrelmail Webmail Access .................................................................. 273 

10.7 – CONCLUSION .................................................................................................................................................. 276 

APPENDIX A – CRYPTOGRAPHY & PKI ......................................................................................................... 277 

A.1 – CRYPTOGRAPHY STANDARDS .............................................................................................................................. 277 

A.2 – CRYPTOGRAPHY, ENCRYPTION AND DECRYPTION ................................................................................................... 278 

A.2.1 – Cryptographic Keys .............................................................................................................................. 279 

A.2.2 – Symmetric Key Cryptography .............................................................................................................. 279 

A.2.3 – Cryptanalysis ........................................................................................................................................ 280 

A.2.6 – Key Management ................................................................................................................................. 283 

A.3 – MESSAGE DIGEST ............................................................................................................................................. 283 

A.4 – ASYMMETRIC KEY CRYPTOGRAPHY ...................................................................................................................... 284 

A.4.1 – Digital Envelopes.................................................................................................................................. 285 

A.4.2 – Digital Signatures ................................................................................................................................. 285 

A.4.3 – Combined Digital Signature and Digital Envelope .............................................................................. 286 

A.4.4 – Public Key Management and Digital Certificates ............................................................................... 286 

A.5 – HASH-BASED MESSAGE AUTHENTICATION CODE (HMAC) ...................................................................................... 288 

A.6 – INTERNET KEY EXCHANGE (IKE) .......................................................................................................................... 288 

A.6.1 – IKE using IPsec Digital Certificates ...................................................................................................... 289 

A.6.2 – Diffie-Hellman Key Exchange............................................................................................................... 289 

A.7 – SECURE SOCKET LAYER (SSL) / TRANSPORT LAYER SECURITY (TLS) ........................................................................... 290 

A.7.1 – Secure Socket Layer 3.0 – Optional Strong Client Authentication ...................................................... 291 

A.7.2 – Transport Layer Security (TLS) – Continuation of SSL as an IETF Standard ........................................ 292 

A.7.3 – Link Oriented Nature of SSL/TLS .......................................................................................................... 292 

A.7.4 – SSL-VPN ................................................................................................................................................ 293 

BIBLIOGRAPHY ............................................................................................................................................... 294 

TCP/IPV4 ................................................................................................................................................................ 294 

TCP/IPV6 ................................................................................................................................................................ 294 

INDEX ............................................................................................................................................................... 301 

 
  



8 

 

Foreword 
 
The Chips are Down! However Knowledge is Sadly Missing! 
 
The word “Internet” has become a household name in every language without any translation. Even the 
French have kept the same name while normally they tend to create a French version for any  
English name to make it sound like it’s invented in France. Now when you ask normal users how the 
Internet really functions, be prepared to be surprised by the sparse response and accept their kind 
apology that  they had no time to delve into this complex world, understandably. 
 
When you ask Internet experts on the current Internet Protocol (IPv4), you will be enriched by their 
prolific and visionary thoughts of what you can do with the Internet and most probably that it can even 
solve world hunger. However when you ask these same experts about the new Internet Protocol version 
6 (IPv6), you will find only a few that can answer with high precision how the new Internet based on IPv6 
functions, how it will be installed or how it will enhance the current Internet. I guess most Internet 
experts have by now understood that the visible difference between IPv4 and IPv6 is the size of the 
address space moving from a limited to virtually unlimited resource (from 4.3 Billion addresses to 340 
Billion Billion Billion Billion addresses).  
 
While basic IPv6 was designed and standardized between 1994-1998 and deployment has been 
happening at a slow pace for the last 10 years, it is astonishing to see the same historical deployment 
patterns of the current Internet Protocol (IPv4). That was designed between 1972-1980 with first 
deployment in 1981. It had to wait for ten years until 1991 for the Internet to be opened for public use 
per US Congress agreement. The number of IPv4 experts was quite small and not surprisingly it’s the 
same level of IPv6 experts that we have now. 
 
The Internet community is asking for killer apps to facilitate justifiable deployment of IPv6. Now, without 
educated engineers at developers level and ISP levels, it is unreasonable to expect creation of such apps 
that would benefit from the new built-in features in IPv6. The principal feature of IPv6 is the restoration 
of the end-to-end model on the back of which the Internet was built on in the first place. The e2e model 
restores e2e connectivity, e2e security, e2e QoS, node reachability, remote access for maintenance and 
network management purposes.  Essential features have been tightly redesigned like mobility, 
Multicast, auto-configuration, to take the Internet where it has not gone before. IPv6 will take the 
Internet into commodity services adding networking value to services like RF-ID and sensors. IPv6 will 
open new paradigms for Internet of Things, Smart Grids, Cloud Computing, Smart Cities, 4G/LTE 
services, etc.  
 
To realise this we need to have engineers professionally trained with IPv6 eyes and not with IPv4 eyes. A 
recent survey on IPv6 training and studies at universities has demonstrated that IPv6 training and 
courses are way too embryonic to have any critical impact. Patching IPv6 with IPv4 thinking would be 
just extending the IPv6 address space to the Internet and not fully exploiting the rich set of new features 
still invisible to the normal engineer. Deploying IPv6 without upfront integration of IPv6 security and 
privacy is re-doing the same mistake done in the deployment of IPv4. This is even defeating the prime 
purpose of fixing thing like security in the Internet. It is estimated that some 20 million engineers are 
working on the current Internet worldwide at ISPs, corporate and all other public and private 
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organisations and they will need training on IPv6. This is a gigantic task since it’s the first upgrade of the 
Internet and most probably the last one for decades to come. 
 
There are also tools that address IPv6 issues that have been designed by the author that will play key 
roles in the deployment of IPv6 such as DHCPv6, DNSSECv6, IDN, etc. The author brings practical and 
hands-on experience to take enthusiast engineers to the next level with astonishing intricate knowledge 
pretty rare to find in this diffuse Internet world not knowing who holds the truth. 
 
I encourage everyone to read this book as you will enjoy it like I did as the author is pretty crystal clear, 
precise, authoritative and written directly from his heart. 
 
Latif Ladid 
President IPv6 Forum 
Senior Researcher, University of Luxembourg 
Emeritus Trustee, Internet Society 
UN Strategy Council member 
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Chapter 1 – Introduction 
 
1.1 – Why IPv6 is Important 
 
The First Internet (which I now call the Legacy Internet) is 27 years old. Think about what kind of CPUs, 
amount of RAM, and which Operating System you were using in 1983. Probably a Z80 8-bit CPU with 64 
Kilobytes of RAM and CPM/80, or if you were a businessman, an 8088 “16-bit” CPU and DOS 1.0. If you 
were really lucky, you might have had an expensive Hard Disk Drive with a massive TEN megabytes of 
storage. What, many of you reading this weren’t even alive then? Ask your father what personal 
computing was like in 1983. I’ve been building, programming and applying personal computers since my 
Altair 8800 in 1975. Hard to realize that is 35 years ago. Since 1983, network speeds have increased 
from 10 Mbit/sec to 100 Gbit/sec (10,000 fold increase). But we are still using essentially the same 
Internet Protocol. Think it’s about time for an upgrade? 
 
The First Internet has impacted the lives of more than a billion people. It has led to unprecedented 
advances in computing, communications, collaboration, research and entertainment (not to mention 
time-wasting and even less savory activities). The Internet is now understood to be highly strategic in 
every modern country’s economy. It is difficult to conceive of a country that could exist without it. Many 
enormous companies (such as Google) would not have been possible (or even needed) without it. 
Staggering amounts of wealth have been created (and consumed) by it. It made “snail mail” (paper mail 
physically delivered) follow the Pony Express into oblivion (amazingly, governments everywhere are 
trying to keep Post Offices going, even though most lose gigantic amounts of money every year). The 
number of e-mails sent daily is 3 to 4 times the number of first class mails sent annually (both in the 
U.S.) 
 
Estimates are that there are currently about 1.3 billion nodes (computers, servers or other network 
devices) connected to the First Internet. Many of those have more than one user (as in Cyber cafes).  
 
 
1.1.1 – But Wait, There’s More…. 
 
If you think that’s impressive, wait until you see what its rapidly approaching successor, the Second 
Internet (made possible by IPv6) will be. Entirely new and far more flexible communication and 
connectivity paradigms are coming that will make e-mail and texting seem quaint. Major areas of the 
economy, such as telephony, entertainment, almost all consumer electronic devices (MP3 players, TVs, 
radios) will be heavily impacted, or even collapse into the Second Internet as Yet More Network 
Applications (like e-mail and web did in the First Internet). The number of connected nodes will likely 
explode in the next 5-10 years by a factor of a hundred or more (not by 100%, I said by a factor of 100, 
which is 10,000%). The First Internet (the one you are using today, based on IPv4) that you think is so 
pervasive and so cool, is less than 1% of the expected size of the Second Internet. One of the popular 
terms being used to describe it is pervasive computing. That means it is going to be everywhere. 
 
 
1.1.2 – Flash! The First Internet is Broken! 
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Most importantly, in the process of keeping IPv4 around too long, we’ve already broken the First 
Internet badly with something called NAT (Network Address Translation). NAT has turned the Internet 
into a one-way channel, introduced many really serious security issues and is impeding progress on 
newer applications (like VoIP and IPTV).You can easily make outgoing connections to servers like 
www.cnn.com, but it is difficult or impossible for other people to make connections to you. It has 
divided the world into a few producers (like cnn.com) and millions of consumers (like you). In the Second 
Internet, anyone can be a prosumer (producer and consumer). NAT was a necessary evil to keep things 
going until the Second Internet was ready to be rolled out. NAT has now served its purpose, and like 
crutches when your broken leg has healed, should be cast aside. Its only purpose was to extend the life 
of the IPv4 address space while the engineers were getting IPv6 ready.  
 
Using a “horses and cars” metaphor, there is no reason to wait for the last horse to die (the last IPv4 
address to be given out) before we start driving cars (deploy IPv6). Good news, everyone! IPv6 is ready 
for prime time today. My home is already fully migrated to dual stack (IPv4 + IPv6). And that’s in the 
Philippines! 
 
 
1.1.3 – Wait, How Can the Internet Grow by 100 Fold? 
 
If there are over a billion nodes on the First Internet, and there are just over 6 Billion people alive, how 
can it possibly grow by more than 100 fold? The key here is to understand that the Second Internet 
(based on IPv6) is the Internet of Devices. A human sitting at a keyboard will be a relatively rare thing, 
although IPv6 will make it far easier and cheaper to bring the next billion humans online using IPv6’s 
advanced features and almost unlimited address space. Many Asian countries and companies (who 
routinely have 5 to 10 year horizons in their planning) already consider IPv6 to be one of the most 
strategic and important technologies anywhere, and are investing heavily in deploying it. 2010 is the 
tipping point for IPv6. Adoption curves are starting to climb at steep rates reminiscent of the adoption of 
the World Wide Web back in the early 1990s. By March 2012 (when the last IPv4 address will likely be 
allocated to some lucky end-user), the migration to IPv6 will be well underway in most leading 
countries, and completed in many Asian countries. 
 
 
1.1.4 – Why is 2011 a Significant Year for the Second Internet? 
 
There is an entire chapter in this book on the depletion of the IPv4 address space. What this means (in 
English) is that we are running out of IP addresses for the First Internet. This will be a very important 
event in the history of the Internet. We nearly ran out in 1997, and only managed to keep the Internet 
going through some clever tricks (NAT and Private Addresses), kind of like using private extension 
numbers in a company PBX phone system. However, even with this trick (which is now causing major 
problems), we are about to run out for good. The folks that create the Internet don’t have any more 
clever tricks up their sleeves. All the groups that oversee the Internet, like the Internet Assigned 
Numbers Authority (IANA), the Internet Corporation for Assigned Names and Numbers (ICANN), the 
Internet Society (ISOC), the Internet Engineering Task Force (IETF) and the Regional Internet Registrars 
(ARIN, RIPE, APNIC, LATNIC and AFRINIC) have been saying for some time that the world has to migrate 
now. They should know. They are the ones that give out IP addresses. They know that the barrel is 
almost empty. We’ve got to increase the number of unique Internet addresses, which has some far 
reaching consequences. 
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1.2 – An Analogy:  the Amazing Growing Telephone Number 
 
When I was very young, my family’s telephone had a 5 digit phone number (5-4573). As the number of 
phones (and hence unique phone numbers within my geographic region) grew, the telephone company 
had to increase the length of everyone’s phone number. Our number became 385-4573. This was 
enough to give everyone in my area a unique number, and we could ask the nice long distance operator 
to connect us to people in other areas when we wanted to talk with them. When the telcos introduced 
the miracle of Direct Distance Dialing, our phone number grew to 10 digits: (904) 385-4573. In theory, 
this could provide unique numbers to 1010 (10 billion) customers. In practice some digit patterns cannot 
be used, so it is somewhat less than that, and today many people have multiple phone numbers 
(landline, cell phone, fax, modem, VoIP, etc). Estimates are that the current supply of 10 digit numbers 
will last U.S. subscribers at least 50 more years. Increases in the length of phone numbers may be an 
inconvenience to end users (and publishers of phone books), but the tricky problems are mostly in the 
big phone switches. Phone number lengths have been changed several times without leading to the 
collapse of civilization. 
 
One popular estimate (from NetCore) is that the IP addresses for the First Internet will be all gone, 
history, used up by September 16, 2011 (as estimated on February 15, 2010, subject to many revisions 
before that last address is assigned, but probably to earlier dates, not later ones). That is the date that 
the IANA will tell Regional Internet Registries like ARIN, RIPE and APNIC, that there are no more to 
replenish their supplies. The RIRs will likely have enough on hand to last another six months at most. I 
have personally joined APNIC as a member and reserved a “/22” block of IPv4 addresses (a little over 
1000 of the precious, and increasingly scarce addresses for the First Internet). These will cost me about 
1000 USD per year, but I will be able to continue running my companies and other activities for many 
years to come. You can think of this as staking out some of the last remaining lots in a virtual Oklahoma 
Land Rush. I am also doing this in order to obtain my very own “/32” block of the shiny new IPv6 
addresses. You can think of this as getting an enormous spread of prime real estate in the virtual New 
World of the Second Internet. Anyone that wants to today can do the same thing (at least for a little 
while longer). I understand what’s coming, and I know what I’ll be able to build on that prime real 
estate. I think it’s a hell of a bargain. 
 
 
1.3 – So Just What Is It That We Are Running Out Of? 
 
There is a great deal of confusion and misunderstanding about this, as important as it is. Many people 
think that “internet addresses” are things like www.ipv6.org. That is not an Internet Address, it is a 
symbolic nodename. That is an important part of a URI (Uniform Resource Indicator), which adds things 
such as a protocol designator (e.g. http:, mailto: or sip:), possibly a non-standard port number (e.g. 
“:8080”) and often a file path (e.g. “/files/index.html”). If you allowed up to 30 characters for a 
nodename (the preceding example being 14 characters long) and allowed any alpha or numeric 
character and the hyphen (a-z and 0-9 and “-“), which are all legal in Internet nodenames, this would 
give a total of 37 possible characters in each position. That means there are 3730 (1.11 x 1047) possible 
nodenames, although most of them would be really obscure and hard to remember, like 
poas5jdpof343jijio.iuhiu3hu4ifer.com. That’s a lot of names. There is still a staggering number of names 
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that are easy to remember. More than could ever be used in the next hundred years. So just what is it 
that we are running out of? 
 
The nodenames that you (and most humans) use to specify a particular node on the Internet, like 
www.ipv6.org, are made possible by something called the Domain Naming System (DNS). Those 
nodenames are not used in the actual packets as source and destination addresses (see section on IPv4 
addressing model for the gory details). The addresses used in the packets on the wire in the First 
Internet are 32 bit binary numbers. These are usually represented for us slow and stupid humans in 
dotted decimal notation like 123.45.67.89. With a 32 bit address, there are 232 (about 4.3 billion) distinct 
values. When you use a symbolic nodename (known technically as a Fully Qualified Domain Name, or 
FQDN) in an application, that application sends it to a DNS server, which returns the numeric IP address 
associated with it. That’s the address that is used in packets on the wire, for routing the packet to its 
destination. The DNS nodenames are like the names of people you call, the IP addresses are like their 
phone numbers. DNS is like an online telephone book that looks up the “phone number” (IP address) for 
“people” (nodes) you want to “call” (connect to). Did you know that you can surf to IP addresses? Try 
entering the URL http://15.200.2.21. That’s a whole lot harder to remember than www.hp.com, which is 
why DNS was invented. It’s these 32 bit numeric addresses (that most people never see) that we are 
running out of. The good news is that you can keep typing www.hp.com, and DNS will soon return both 
the old style 32 bit IPv4 address and a new style 128 bit IPv6 address, which will be put into IPv6 
packets.  Given the choice, your applications will prefer to use the new IPv6 address. You will hardly 
notice the difference, unless you are a network engineer or a network software developer. Except 
there’s going to be an awfully lot of cool new stuff to do, and new ways of doing old things, plus the 
Internet is going to work better than it ever has. 
 
Can you imagine trying to manage today with 5 digit telephone numbers? In a few years, that’s what 
IPv4 is going to feel like. 
 
 
1.4 – But You Said There Were 4.3 Billion IPv4 Addresses? 
 
But, I hear you protest, there are only 1.3 billion nodes currently connected to the Legacy Internet, and 
there are 4.3 billion possible IPv4 addresses. Aren’t there still some 3 billion addresses left? Well, no, sad 
to say, there aren’t.  
 
On February 15, 2010 (when I started writing this book), there were only 364 million addresses left to 
assign (again, from the NetCore countdown clock). On May 12, 2010 (3 months later), there were only 
298 million addresses left. What the heck happened to the rest? Well, when the First Internet was being 
rolled out, there were about 600 nodes in the world, and 4.3 billion looked a lot like “infinity” to the 
people involved. So, giant chunks of addresses were generously given out to early adopter 
organizations. For example, M.I.T. and HP were given “class A” blocks of addresses (about 16.7 million 
addresses, or 1/256 of the total address space, each). Smaller organizations were given “class B” blocks 
of addresses (each having about 65,535 addresses). Most of these organizations are not using anywhere 
near all of those addresses, but they have never been willing to turn them back in. As detailed in the 
OECD study on IPv4 address space depletion and migration to IPv6, it is very difficult and time 
consuming to “recover” these “lost” addresses. Also some blocks of addresses were used for things like 
multicast, experimental use, and other purposes.  
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We are getting more efficient in our allocation of IPv4 addresses, but even with every trick we know, 
they will likely all be gone by March 2012, or before. It is easy to measure how quickly IP addresses are 
being allocated, and how many are left, so it’s not exactly rocket science to predict when they will run 
out. These projections assume there will be no “bank run” or panic allocations as we get near the bottom 
of the barrel, or increases in the rate that addresses are allocated. Both of these assumptions are really 
optimistic. That’s why I keep saying “or sooner”. The people of Taiwan have announced their intention 
to connect some 3 billion devices to the Internet in the next few years. Even if we gave them all 298 
million of the remaining addresses, they still could not connect that many devices. They can only do this 
by going to longer IP addresses (hence a larger address space). This is one of the main things that IPv6 is 
about. 
 
 
1.5 – Is IPv6 just an Asian Thing? 
 
I have heard many comments from U.S. networking professionals and Venture Capitalists that IPv6 is an 
“Asian thing”, something that is of little interest or concern to Americans. This shows an unusually 
provincial view of an extremely serious situation, even for Americans. This attitude is only partly due to 
the inequitable distribution of addresses for the First Internet (there are over 6 IPv4 addresses per 
American, compared to only about 0.28 per person for the rest of the world). It has a lot more to do 
with a lack of knowledge of how certain parts of the First Internet really work, compounded by a limited 
time horizon compared to Asian businessmen, who routinely plan 5 to 10 years ahead. America business 
schools teach that nothing is important beyond the next quarter’s numbers. The depletion of IPv4 
addresses is beyond the end of next quarter, but not by very much. Expect a major panic when the IPv4 
depletion date comes within the time horizon of American businessmen (“why didn’t you warn us about 
this?”). 
 
Any country or organization that (for whatever reason) doesn’t migrate to IPv6 is going to still be “riding 
horses” while the rest of us are zipping around in these newfangled “cars”. I have nightmares about the 
U.S. being just as reluctant to go to IPv6 as they were to adopt the metric system (the U.S. is the only 
industrialized country not to have adopted the metric system, and I doubt they ever will). They could 
decide to stay with IPv4. If so, it will become increasingly difficult for them to connect to non-U.S. 
websites, or for people in other countries to connect to U.S. websites. It will impact all telephone calls 
between the U.S. and anywhere else in the world. It will make IT products designed for the U.S. market 
of little interest outside of the U.S. (kind of like automobiles that can’t be maintained with metric tools). 
This will isolate the U.S. even further, and essentially leave leadership in Information Technology up for 
grabs. Japan, China and South Korea are quite serious about grabbing that leadership, and they are well 
along their way to accomplishing this, by investing heavily in IPv6 for several years already. 
 
Being good engineers, while the IETF has the “streets dug up” increasing the size of IP addresses, they 
are fixing and enhancing many of the aspects of IPv4 (QoS, multicast, routing, etc.) that weren’t done 
quite as well as they might have been (who could have envisioned streaming video 27 years ago?). IPv6 
is not just bigger addresses. It’s a whole new and remarkably robust platform on which to build the 
Second Internet. 
 
 
1.6 – So What is This “Second Internet”? 
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Most things in computer technology evolve through various releases or generations, with significant 
new features and capabilities in the newer generations. For example, 2G, 2.5G and 3G cell phones. The 
Internet is no exception. The remarkable thing though, is that the first generation of the Internet has 
lasted for 27 years already, and we are only now coming to the second generation of it. There are a 
number of technology trends going on right now, and some of them have been hyped heavily in the 
press. Some of them sound a lot like they might be the next generation of the Internet. Let’s see if we 
can narrow down what I mean by “the Second Internet” by discussing some the things that it is not. 
 
 
1.6.1 – Is the Next Generation Network (NGN) that Telcos Talk About, the Second Internet? 
 
Telcos around the world have been moving towards something they call NGN for some time. Is that the 
same thing as the Second Internet? Well, there is certainly a lot of overlap, but no, NGN is something 
quite different.  
 
Historically, telephone networks have been based on a variety of technologies, mostly circuit switched, 
with call setup handled by SS7 (Signaling System 7).  The core of the networks might be digital, but 
almost the entire last mile (the part of the telco system reaching from the local telco office into your 
homes and businesses) is still analog today.  There was some effort at upgrading this last mile to digital 
with ISDN (Integrated Services Digital Networks), but some terrible decisions regarding tariffs (the cost 
of services) pretty much killed ISDN in many countries, including the U.S. 
 
The ITU (International Telecommunication Union), an agency of the United Nations that has historically 
overseen telephone systems worldwide, defines NGN as packet-switched networks able to provide 
services, including telecommunications, over broadband, with Quality of Service enabled transport 
technologies, and in which service-related functions are independent from underlying transport-related 
technologies. It offers unrestricted access by users to different telecommunication service providers. It 
supports generalized mobility which will allow consistent and ubiquitous service to users. 
 
In practice, telco NGN has three main aspects: 
 

 In telco core networks, there is a consolidation (or convergence) of legacy transport networks 
based on X.25 and Frame Relay into the data networks based on TCP/IP (still, alas, mostly 
TCP/IPv4 so far). It also involves moving from circuit switched (mostly analog) voice technology 
(the Public Switched Telephone Network, or PSTN) to Voice over Internet Protocol (VoIP). So far, 
the move to VoIP is mostly internal to the telcos. What is in your house and company is good old 
POTS (Plain Old Telephone Service). 

 In the “last mile”, NGN involves migration from legacy split voice and data networks to Digital 
Subscriber Line (DSL), making it possible to finally remove the legacy voice switching 
infrastructure.  

 In cable access networks, NGN involves migration of constant bit rate voice to Packet Cable 
standards that provide VoIP and SIP services. These are provided over DOCSIS (Data Over Cable 
Service Interface Specification) as the cable data layer standard. DOCSIS 3.0 does include good 
support for IPv6, though it requires major upgrades to existing infrastructure. There is also a 
“DOCSIS 2.0 + IPv6” standard which supports IPv6 even over the older DOCSIS 2.0 framework, 
typically requiring only a firmware upgrade in equipment. That will likely get rolled out before 
DOCSIS 3.0 can be (DOCSIS 3.0 requires hardware upgrades). 
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A major part of NGN is IMS (the IP Multimedia Subsystem). To understand IMS, I highly recommend the 
book “The 3G IP Multimedia Subsystem (IMS) – Merging the Internet and the Cellular Worlds”, by 
Gonzalo Camarillo and Miguel A. Gaccia-Martin. This was published by John Wiley & Sons, in 2004. This 
book says that IMS (which is the future of all telephony) was designed to work only over IPv6, using 
DHCPv6, DNS over IPv6, ENUM, and SIP/RTP over IPv6. IMS is so IPv6 specific, that some of the primary 
concerns are how legacy IPv4-only SIP based user agents (hardphones and softphones) will 
communicate with the IPv6 core. One approach is to use dual-stack SIP proxies that can in effect 
translate between SIP over IPv4 and SIP over IPv6. Translation of the media component (RTP) is a bit 
trickier, and will be handled by Network Address Translation between IPv4 and IPv6.  Newer IPv6 
compliant user agents will be able to interoperate directly with the IMS core, without any gateways, and 
solve many problems. They are beginning to appear. I am using some from a great little company in 
Korea called Moimstone in my home today. 
 
The first “Internet over telco wireless service” in early 2G networks was WAP (Wireless Application 
Protocol).WAP 1.0 was released in April 1998. WAP 1.1 followed in 1999, followed by WAP 1.2 in June 
2000. The Short Messaging System (SMS) was introduced. Only IPv4 was supported. Speed and 
capabilities were somewhat underwhelming. 
 
2.5G systems improved on WAP with GPRS (General Packet Radio Service), with theoretical data rates of 
56 to 114 Kbits/sec. GPRS included “always on” Internet access, Multimedia Messaging Service (MMS), 
and Point-to-point service. It increased the speed of SMS to about 30 messages/sec. Even Filipinos can’t 
text that fast. As with WAP, only IPv4 was supported. 
 
2.75G systems introduced EDGE (Enhanced Data Rates for GSM Evolution), also known as EGPRS 
(Enhanced GPRS). EDGE service provided up to 2 Mbit/sec to a stationary or walking user, and 348 
Kbit/sec in a moving vehicle. IPv6 service has been demonstrated over EDGE, but is not widely deployed. 
 
3G systems introduced HSPA (High Speed Packet Access), which consisted of two protocols, HSDPA 
(High Speed Downlink Packet Access) with theoretical speeds of up to 14 Mbit/sec service, and HSUPA 
(High Speed Uplink Packet Access) with up to 5.8 Mbit/sec service. Real performance was again 
somewhat lower, but better than with EDGE. HSPA had good support for IPv6.  
 
The last gasp for 3G (sometimes called “3.9G”) is LTE (Long Term Evolution). LTE is completely based on 
IP, and primarily (but as of recent versions of the 3GPP specification, no longer exclusively) based on 
IPv6. Earlier versions of the specification clearly described it with IPv6 mandatory and IPv4 support 
optional. It has now been reworded to make most aspects “IPv4v6” (dual-stack). 3G was still based on 
two parallel infrastructures (circuit switched and packet switched). LTE is packet switched only (“All IP”). 
There are a few deployments of LTE (some of which are described incorrectly as “4G”) around the world. 
 
4G systems (now being designed) complete the transition to all IP and even higher speed wireless 
transports. They will use an all-IP infrastructure for both wired and wireless. The specification for 4G 
claims peak downlink rates of at least 100 MBit/sec, and uplink of at least 50 Mbit/sec. 4G requires a 
“flat” IP infrastructure (no NAT), which can only be accomplished with IPv6. IPv4 address space 
depletion will happen before 4G is rolled out, so IPv4 is not even an option. IPTV is a key part of 4G, 
which requires fully functional multicast, scalable to very large customer bases. That also requires IPv6. 
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So, clearly the Telco’s NGN is moving more and more towards IPv6 in the near future, but current 
deployments are still mostly IPv4. However, NGN is just as clearly not the Second Internet described in 
this book. You might say that NGN (once it reaches 4G) will be just another one of the major applications 
hosted on the Second Internet.  
 
There will be much more to the Second Internet than just telephony, including most broadcast 
entertainment, exciting new possibilities for non-telephonic communication paradigms (fully 
decentralized instant messaging, and peer-to-peer collaboration), smart building sensor and control 
systems, and ubiquitous connectivity in essentially all consumer electronics, including MP3 players, 
electronic book readers, cameras and personal health monitoring. It will also impact automotive design. 
See www.car-to-car.org for some exciting new concepts in “cooperative Intelligent Transport Systems” 
that depend heavily on IPv6 concepts such as Networks in Motion (NEMO, RFC 3963) and ad-hoc 
networks. In fact, only IPv6 is being used in their designs, although it is a slightly modified version of IPv6 
that is missing some common functionality such as Duplicate Address Detection. Their modified IPv6 
runs on top of a new, somewhat unusual Link Layer called the C2C Communication Network, which itself 
is built on top of IEEE 802.11p, also known as WAVE (Wireless Access in Vehicular Environments). 
  
 
1.6.2 – Is Internet2 the Second Internet? 
 
Internet2 is an advanced academic and industrial consortium led by the research and education 
community, including over 200 higher education institutions and the research departments of a number 
of large corporations. They have deployed a world-wide research network called the Internet2 Network. 
While IPv6 is definitely being used on the Internet2 network, their scope goes well beyond IPv6, in such 
areas as network performance. The first part of the Internet2 network (called Abilene) was built in 1998, 
running at 10Gbit/sec (even over WAN links). It was associated with the National Lambda Rail (NLR) 
project for some time. Internet2 and NLR have since split and moved forward along two different paths. 
Today, most links in the global Internet2 network are running at 100Gbit/sec. This is over 1000 times 
faster than typical WAN links used by major corporations today. It is even 10 to 100 times faster than 
state of the art LANs. 
 
Internet2 also features advanced research into secure identity and access management tools, on-
demand creation and scheduling of high-bandwidth, high-performance circuits, layer 2 VPNs and 
dynamic circuit networks (DCNs).  
 
A recent survey of Internet2 sites showed that only a small percentage of them have even basic IPv6 
functionality deployed, such as IPv6 DNS, e-mail or VoIP over IPv6.  
 
Essentially Internet2 is primarily concerned more with extreme high-end performance (100Gbit/sec and 
up), and very advanced networking concepts not likely to be used in real-world systems for decades. 
Although they do profess support for IPv6, they have not aggressively deployed it, and it is definitely not 
central to their efforts. They are doing little or no work on IPv6 itself, or in new commercial applications 
based on IPv6. I guess those areas are not very exciting to academicians. 
 
The real world Second Internet I am writing about in this book will be built primarily with equipment that 
mostly has the same performance as current First Internet sites (no more than 100Mbit/sec on WAN 
links for some time to come, and only that high in advanced countries). In much of the world today 
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