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Introduction

Welcome!

This guide was developed to help people understand what is cryptography, how it works
and why they should use it. It deals primarily with e-mail cryptography, but there are also
sections covering offline usage for local files.

Most people don't use cryptography simply because they don't know what it is, or they have
erroneous ideas about it, such as being extremely complex, expensive and even outlawed.
They are also not aware of the risks and dangers they face by not using it.

On the other side, the largest IT companies and e-mail providers also do not provide ade-
quate information on this issue and resist implementing cryptography in their systems be-
cause it would increase their costs without giving them direct benefits.

We believe that cryptography is essential and necessary to maintain privacy and security of
digital communications, and the more people adopt this technology, the more it becomes
an indispensable item which will come together with every service.

This guide is destined to laypersons, so it is easy to understand and there is no need of prior
advanced knowledge. You will learn how to install and configure all the necessary pro-
grams to have cryptography working in your system, and by the end you will be able to
communicate with other people with maximum privacy and security.

We hope you enjoy it. Thanks for choosing this guide!

Best regards,

The Golden Keys Team
https://goldencontest.wordpress.com
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PART 1

BASIC CONCEPTS

» What is Cryptography

» Why use Cryptography
» How Cryptography works
> The Anatomy of a Key

> What is GnuPG
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CHAPTER 1

What is cryptography?

Cryptography is the process of encoding and decoding information, messages and files us-
ing secret code with the purpose of offering privacy and security. This can be accomplished
through machines, computer programs, or both.

Cryptography is always used when there is a need to transmit information in a secure way
between two parts, ensuring that only the sender and the receiver will be able to decipher
its original content. Anyone who tries to intercept it without authorization will only see a
bunch of symbols and codes that makes no sense, and will not be able to decipher it.

Cryptography has existed for thousands of years, but for most part of its history it was con-
sidered a military tool, being used almost exclusively by governments and armies due to its
high cost and complexity.

Things started to change with the emergence of personal computers and the internet. With
the advent of those technologies, high level cryptography became affordable to the general
public at the same time that the need for more secure systems was increasing.

Today cryptography is essential for many areas in our society and it is employed in a variety
of systems including personal computing, mobile phones, banking systems, magnetic cards,
ATM machines, electronic commerce, data storage, wireless devices, etc. However few users
are aware of cryptography's presence in our life, and even fewer know how to use it or how
it works internally.
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CHAPTER 2

Why use cryptography?

There are several reasons why you should always use cryptography on your personal and
professional communications, they all come down to your privacy and security. Below we
list 7 points so you can better understand the importance of this technology.

E-mail is extremely insecure

E-mail is one of the most insecure systems ever simply because it was not de-
signed to be secure. Messages travel through many machines, networks and
even countries, and they can be intercepted in many different ways by anyone
who has access to them. By default their contents (text, images and attach-
ments) are transmitted without any security at all.

You are constantly being monitored

E-mail providers (such as Hotmail, Gmail, Yahoo) store all your sent and re-
ceived messages for indeterminate time — possibly forever — even after you have
erased them from the trash bin or terminated your account. They do it for two
reasons: to sell you more services and advertisements, and to collaborate with
government surveillance programs.

The registers of your e-mail communications may be — and often are — stored in
machines located in countries different than yours, and once they are in an-
other jurisdiction they are subjected to that nation's laws and there is virtually
nothing you can do to claim the right to privacy you may have in your country.
This may happen even if you haver never been in those countries.

It can be used at home or in business

Cryptography can be used at home or in business and it works with a wide vari-
ety of devices such as personal computers, mobile phones, tablet computers,
workstations, servers, complex network infrastructures and others.

It can be used for personal communications with family and friends, to store
sensitive information, to backup sensitive information, to encrypt the whole
disk, to send and receive files, to provide a secure channel to access one's ma-
chine, among other uses.
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It increases your credibility

When you offer a secure means for people to communicate with you it demon-
strates how much you value and worry about their privacy and security. This is
especially true in business where there is often a high volume of sensitive infor-
mation being exchanged, but it also applies to personal relationships.

You convince more people to use it

To send and receive encrypted messages requires that others you communicate
with also use cryptography, so if you start using it you will naturally tell other
people about it. Given the advantages and benefits of using cryptography, many
of them will eventually embrace it, and it is easier to start doing something
when others they know are already doing.

Another advantage is that it is possible to use cryptography and still communi-
cate with people who don't use it. The communication will be unencrypted of
course, but at least you don't have to limit yourself to only one group of people.

iIt's free

There are many types of cryptography systems for different needs with varying
prices. The system we present to you in this book, GnuPG, is 100% free both in
terms of price and in freedom to use it. You can set it up in any environment
you want without having to pay for licenses, royalties, fees or require any type
of authorization, and the program is powerful enough to be used in a single
computer and in the infrastructure of a multinational corporation.

Your privacy

Last but not least, your e-mail communications are private and they should re-
main private. It doesn't matter if you send a message telling about a new
restaurant in the city, your credit card number with the password (yes, people
do it), or a picture of yourself naked (yes, people do it A LOT), it is not of any-
one else's business and it is up to you to ensure your privacy remains private.

Page 10 of 140 https://goldencontest.wordpress.com



https://goldencontest.wordpress.com/

GnuPG High Level Cryptography ©2014 Golden Keys

CHAPTER 3

How cryptography works?

The basic idea is to shuffle the original information with the secret code, resulting in the
encrypted information. The power, strength and security of encryption lies exactly in how
these parts are shuffled. The diagram below illustrates this process:

ORIGINAL SECRET
INFORMATION CODE

ENCRYPTED
INFORMATION

e ke e sfesfe sk sk ke ke e ok
Good Morning, ---BEGIN PGP---
I will travel to
the beach and

my house will
be alone for ke sfe ke sfe ok sk s ke s ke s

3 ok o e sfe o o of e e >k

MQENBFDwwfsBCOwl
Dr1/u4x1RNUyiNgf
1YJIcGVq2dOer76t
p+tOmNF7VV5acFrp
Y44L73C0+Y6Zc2z0
tvrm6ed/aKQ7fEf/k
3ZvOILmulh6xwfk

Sk 3 3k e ok ke o ok sk ok S

3 ok 3 ok s ok sfe sk e Sk ok

one week. ke sk sfe ke sk sfe ke ok ske ke ok

Sk 3 3k e 3k e ok ok Sk ok Sk

JU 04440

Have a nice day
John.

Sk 3 3k 3fe 3k e Sk ke Sk ok Sk

sk sk sk sk ke sk ok sk sk ske sk ---END PGP---

That's it, your message is now encrypted and ready to be sent. For the person be able to de-
crypt it he will need to posses the secret code, which will be covered in the next section.

Now let's see the two main types of encryption methods: symmetric and asymmetric.
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3.1 Symmetric Cryptography

Symmetric cryptography is the simplest of all and you probably have used it many times.
The word symmetric means “equal”, which means that to encode and decode a file the
password is the same.

The most basic example is when you save a file with password. It doesn't matter if you save
it for yourself or for others, the password to open it is always the same.

Symmetric cryptography is faster, simpler and more economic than asymmetric cryptogra-
phy because it does less mathematical calculations, which in turn uses less machine re-
sources (e.g.: electricity). It is also more compatible with other systems and it is very se-
cure.

However its main problem lies not in strength, but in the transmission of the secret code.
When you send an encrypted file to another person you also have to send the password so
the person can open it, and symmetric cryptography does not provide any means to send
the password in a secure way.

You cannot send the encrypted file through e-mail and the password wrote in the message
body because that is too obvious and risky. You could send the password by phone, SMS or
letter, but these methods are also insecure and could be easily intercepted. You could de-
liver the password personally, but this is very inconvenient and sometimes inviable.

So how do you do it? As you see the major problem of symmetric cryptography is to trans-
mit the password in a convenient and secure way. If the password is compromised, anyone
can access the file and even modify it.

Another disadvantage is that if you use a password, you automatically know it, and others
could coerce you to reveal it, as in the customs, through a law order or under interrogation.

It is because of these reasons that symmetric cryptography is recommended for local files
that stay stored locally (such as backup copies) or files to be transfered through physical
media.
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3.2 Asymmetric or public key cryptography

Asymmetric cryptography, also known as public key cryptography, was created to solve the
problem of transmitting the secret code that symmetric cryptography poses.

Simply speaking, in public key cryptography instead of using a single code equal for all, it is
used a code with two parts: your part and the other person's part. This way only her will
be able to decrypt the information you send to her. If someone intercept this information
along the way he will not be able to do anything because he does not have the necessary
part of the code.

These “parts” are actually called keys, which are public and private. The example below il-
lustrates this more easily:

Let's imagine that John wants to send an encrypted file to Mary using public key cryptogra-
phy. Here are the steps they have to follow to accomplish this:

1 - Create a key pair

First each one of them creates a key pair containing a private key (red) and a public key
(yellow). This step is covered with details on chapter 6.
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2 - Exchange public keys

Each one of them sends a copy of their public key to the other, since the purpose of the
public key is to give it to others. There are several ways to do it, the most common is to
send it via e-mail (discussed in chapter 8.4), but it is also possible to publish the key in a
key server, in a personal website, or deliver it through physical media (such as a CD-ROM).
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3 - Verify the received key

Now each one of them possesses their own key pair and a copy of the other person's public
key. They must verify the other's public key to confirm they received it correctly. This is the
most important step because it ensures that the key they received was not twisted or modi-
fied along the way.

Verifying is a simple process: every key comes with a number (a digital fingerprint) and all
they have to do is to check this number with the sender to ensure it is correct.

JOHN says:

“I've checked this key's “I've checked this key's
fingerprint with Mary and she fingerprint with John and he
confirmed the same number, so confirmed the same number, so
the key is correct.” the key is correct.”
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4 - Encrypt a file and send it

To encrypt a file to another person John just chooses the file he wants to send and the file

will be encrypted exclusively to that person.

ORIGINAL EACH ONE'S
INFORMATION KEY

Good Morning,
I will travel to
the beach and
my house will
be alone for
one week.

Have a nice day
John.

ENCRYPTED
INFORMATION

---BEGIN PGP---

MQENBFDwwfsBCOwl
Dr1/u4x1RNUyiNgf
1YJIcGVq2dOer76t
p+tOmNF7VV5acFrp
Y44L73C0+Y6Zc2z0
tvrméd/aKQ7fEf/k
3ZvOILmulh6xwfk

---END PGP---

: B

g4l ddJ

The original message is combined with the sender's private key (John's) and the receiver's
public key (Mary's), resulting in an encrypted file that only the receiver (Mary) can decrypt.

Now the resulting file can be sent to Mary through any means (such as e-mail) because only
her can decrypt it, because to do it she needs her private key and the sender's public key.
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CHAPTER 4
Anatomy of a key

A key pair consists of a public key and a private key. The public key is the key that you dis -
tribute to others, and the private key is the key that you keep with yourself. Keys are basi-
cally a stream of text that contains all the necessary information that identify them. Here
we provide text and graphical representations of keys. Keys are always stored in key rings.

Keys can realize up to 4 different operations:

» Sign and Verify (S)

* Encrypt and Decrypt (E)
* Certify (C)

e Authenticate (A)

In this book we cover the first two operations, which are discussed with more details in
their respective chapters.

The example below illustrates the basic information contained in a key pair. The private key
is the red one, and the public key is the yellow one.

4.1 - A key pair

Here you can see a key pair containing a private key and a public key.

4096R/FBOAFF3F B

2014-61-608 / 2015-01-08
Joe Bloggs (This is Joe's key)
joe.bloggs@example. com

E44E 404D AZAE 8FF8 7913
BC1F 1DAC 24085 FBBA FF3F

Figure 1: Information contained in a key pair

Page 17 of 140 https://goldencontest.wordpress.com



https://goldencontest.wordpress.com/

Thank You for previewing this eBook

You can read the full version of this eBook in different formats:

» HTML (Free /Available to everyone)

» PDF /TXT (Available to V.I.P. members. Free Standard members can
access up to 5 PDF/TXT eBooks per month each month)

» Epub & Mobipocket (Exclusive to V.I.P. members)

To download this full book, simply select the format you desire below

@
Free-eBooks


http://www.free-ebooks.net/

